
IT PAYS TO KNOW.

FRAUD IN TRAVEL PAYMENTS.
eNett International exposes fraud in travel payments and  
best practices travel companies can use to limit its impact.
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The introduction of the Boeing 747 in 1970 

was a major step in democratising travel, as 

it brought air travel within the reach of greater 

portions of the population.

Online travel agencies (OTAs) began to appear 

in the mid-1990s. In 1996, Expedia launched  

as a division of Microsoft and Booking.com 

started. The following year, Priceline.com 

commenced operations, and Ctrip started  

in 1999. The emergence of these giant OTAs 

and the digitisation of travel meant greater 

opportunities to connect consumers with 

unique travel experiences. Today’s consumers 

have greater control and choice than ever 

before. Exotic holidays, previously considered 

‘once in a lifetime’ trips, can now be booked 

and paid for on smartphones during a  

lunch break. 

But this comes at a cost for the travel industry. 

Unfortunately it makes travel intermediaries 

especially vulnerable to fraud. And the problem 

has grown with the increase in volume of travel 

and the shift toward online bookings across  

the globe. 

The game has changed. As of 2017, the impact 

of fraud for travel intermediaries was already 

estimated to be USD21B. By 2020 the impact  

of fraud is expected to reach USD25B, driven  

 

 

by both a migration from offline to online  

and an uptick in the rate of fraud. 

But there is good news. Travel intermediaries 

can take action, including in the way they  

pay suppliers, to reduce the incidence and 

impact of fraud as well as aid recovery  

if fraud occurs.

eNett’s vision is to work with the industry  

and our customers to take the cost and 

complexity out of travel payments. So, we 

engaged Edgar, Dunn & Company, a global 

payments focused consultancy, to investigate 

fraud in travel payments. And identify best 

practices travel intermediaries can implement 

to limit the occurrence and impact of fraud. 

This report presents key results of the research, 

which included 210+ interviews with travel 

intermediaries across the world, expert 

interviews, and insights from our own fraud 

team. We want to help the industry understand 

and reduce fraud, so they can stay focused  

on growing their own businesses. 

It pays to know. I hope you enjoy the read.

eNett’s vision 

is to take 

the cost and 

complexity  

out of travel 

payments.”

A WORD FROM  
OUR CEO.

Anthony Hynes 
 Managing Director & CEO 
eNett International.

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.
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The travel industry is 

particularly susceptible 

to fraud, based on seven 

factors that make it both 

attractive and vulnerable  

to the efforts of fraudsters. 

Fraud can occur at 

various stages of the 

value chain in C2B and 

B2B payments.

There are eight key types 

of fraud that can occur at 

many points in the travel 

value chain.

New fraud patterns are 

appearing more regularly, 

which makes controlling 

fraud an ongoing effort 

best coordinated across 

the industry.

Direct and indirect 

impacts from fraud are 

observable and include 

financial as well as non-

financial components. 

Indirect costs of fraud  

are approximately 2.5x  

the value of direct losses.

The total impact of fraud  

for travel intermediaries is 

currently around USD21B.

Total fraud impact for 

travel intermediaries 

is expected to exceed 

USD25B in 2020, with 

close to USD11B being 

borne by OTAs. 

Fraud was cited as  

a concern in relation  

to receiving payments  

by 57% of travel 

intermediaries interviewed 

for this research. 

29% of respondents 

identified foreign credit 

cards as the highest 

fraud risk when receiving 

payments.

35% of respondents 

identified web as the 

channel with the highest 

fraud risk when receiving 

payments.

Fraud risk is also  

a concern for 60%  

of organisations when 

making payments  

to suppliers.

The three most common 

types of fraud cited 

in relation to paying 

suppliers are: stolen 

payment method details, 

cyber breach of online 

booking platforms, and 

stolen security credentials 

for online payment facilities.

Applying industry  

best practices outlined  

in this report can help 

reduce fraud risk, and 

improve the rate of 

recovery if fraud occurs.

Best practices cover  

the full range of people, 

processes and 

technology.

Quick wins to reduce 

fraud risk and impact 

in B2B travel payments 

include the use of 

payment methods  

that provide a breadth  

of transaction controls  

and recovery mechanisms 

should fraud occur.

WHAT WE’D LIKE  
YOU TO KNOW.

C2B: Consumer-to-business     B2B: Business-to-business
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—  Expert interview, conducted by Edgar, Dunn & Company.

ONLINE ALLOWS FRAUDSTERS TO  
OPERATE GLOBALLY AND FIND  
FRAUD OPPORTUNITIES ANYWHERE.” 
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Travel services are often high 

value. This makes them very 

attractive for resale on the black 

market and particularly on  

so-called ‘dark net’ marketplaces. 

Silk Road, for example, was  

an early ‘dark net’ marketplace, 

operating from 2011, with various 

versions shut down by authorities 

in 2013 and 2014 before the 

latest iteration went offline in 

2017. Contemporary versions  

of Silk Road offer a wide range 

of sophisticated services that 

include escrow with crypto 

currencies, seller feedback 

mechanisms, and other 

capabilities similar to mainstream 

marketplaces.

The internet provides global 

reach, companies can provide 

instant fulfilment, and tools 

such as VPNs (Virtual Private 

Networks) and Tor enable 

protection of identity online.  

These tools and attributes 

increase the pool of potential 

targets for fraudsters, decrease 

the chance of apprehension,  

and provide additional 

opportunities to trade in 

fraudulent services. 

Merchants in the travel industry 

often have very little time to 

assess fraud risk, especially on 

last minute bookings or in the 

case of changes to bookings. 

Some merchants choose to 

reject last minute bookings and 

changes, but fraudsters target 

such weaknesses regardless. 

And with the rise of last minute 

bookings, the sales cycle is only 

getting faster.

2. GLOBAL REACH AND  
      DIGITAL ANONYMITY.

3. RAPID CONSUMPTION.1. HIGH VALUE ITEMS.

PART 1 
FRAUD IN TRAVEL

Source: Edgar, Dunn & Company Fraud in Travel Payments (January 2018), eNett International research.

MERCHANT’S TIME TO ASSESS FRAUD RISK
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Online gaming

Other ticketing

Music and eBooks

LOW

TRAVEL IS ESPECIALLY 
SUSCEPTIBLE TO FRAUD.
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Unlike some physical goods, 

travel services are often 

much harder to recover 

once fraudulently stolen and 

consumed. This means there  

is less incentive to pursue 

fraudsters, potentially reducing 

the risk of getting caught. This 

increases the attractiveness  

of travel as a fraud target.

Some fraud minimisation 

tools can increase friction in 

transactions with legitimate 

customers and suppliers,  

impacting sales, which travel 

intermediaries wish to avoid.  

This can lead to decisions  

to lower protection efforts, 

resulting in greater fraud risk  

and related losses.

Travel agencies are typically  

high volume low margin 

businesses, which makes 

them vulnerable to the financial 

impacts of fraud. It can take  

a large volume of sales to offset 

the cost of a single fraud event.

Online travel agents in particular 

tend to have a wide range  

of suppliers, with large OTAs 

typically listing hundreds 

of thousands of properties, 

hundreds of airlines, and dozens 

of other suppliers across many 

countries and jurisdictions. 

Managing a large global supplier 

set brings increased risk of fraud 

in B2B payments, with financial 

and non-financial risks for OTAs.

6. RELATIVELY  
    LOW MARGINS.

7. NUMBER AND DIVERSITY 
    OF SUPPLIERS.

5. DISINCENTIVES  
    FOR PREVENTION.

4. BARRIERS TO RECOVERY.

9



PAYMENT FLOWS AND 
FRAUD AREAS IN THE 
TRAVEL VALUE CHAIN.

There are three main types of payment flows in the 

travel value chain, each of which can be targeted  

by fraudsters.

 Merchant model payment flows include two or 

more separate payments, first from the traveller  

to the travel intermediary, who usually functions  

as the merchant of record, and subsequently 

makes payment(s) to the travel supplier. 

1

Agency model payment flows are still part  

of an intermediated booking, but the payment  

itself flows through to the travel supplier,  

typically without the intermediary acting as 

merchant of record. (The travel supplier may  

then make separate payments, such as 

commissions, back to the travel intermediary.)

2

Travellers can also book direct with a travel 

supplier, without using a travel intermediary.3

PART 1 
FRAUD IN TRAVEL

There may be multiple travel intermediaries, such as 

consolidators, included in some instances, and additional 

payments may occur between those travel intermediaries.

Travel intermediaries and travel suppliers may both  

be victims of fraud in B2B payments but such fraud  

is not widely reported, making it more complex to detect, 

prevent or resolve.

The remainder of this report focuses specifically  

on fraud within intermediated travel payments.



Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.

Consumer-to-business (C2B) payments  
Fraud can occur when the end traveller or fraudster is making a payment to a travel  
intermediary or travel supplier.

Business-to-business (B2B) payments

Fraud can occur when the travel intermediary is making a payment to a travel supplier.

SIMPLIFIED VIEW OF THE TRAVEL VALUE CHAIN

Direct booking payment flow

Suppliers

Intermediaries Merchant model
payment flow 

Merchant model
payment flow 

Travellers

Agency model  

payment flow
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TYPES OF FRAUD IN THE 
TRAVEL VALUE CHAIN.

There are eight main types of fraud in the intermediated 

travel value chain, split between C2B and B2B payments.

C2B PAYMENTS

FRAUD TYPE DESCRIPTION PERPETRATOR(S)

Use of stolen 
payment details

1 

 Also known as card-not-present fraud, this category is now the main concern for travel intermediaries 

when receiving payments. A fraudster using stolen payment details, such as credit card information, 

purchases goods or services and either uses it themselves or sells it on to others (who may not know of 

the fraud event). The ultimate financial impact typically sits with the merchant of record, which may be the 

travel intermediary.

Criminal fraudster

Chargeback fraud

3 

Also known as ‘friendly fraud’, this relates to a specific type of fraud that happens after a legitimate 

traveller has used legitimate payment details and has consumed the travel service purchased, and then 

triggers a chargeback against the travel intermediary or travel supplier. Travel intermediaries or suppliers 

may struggle to prove the original payment was legitimate or may not be able to challenge the chargeback 

and can become financial victims of chargeback fraud.

End traveller

Personal ID theft 
and impersonation

2 

Includes two sub-types: account takeover fraud and account opening fraud. Fraudsters employing account 

takeover will seek personal information to take control of an account that is capable of making bookings 

or payments, while account opening fraud relates to creating a new account with a new profile. Financial 

victims of this fraud may be travel intermediaries where the account is with the intermediary, although banks 

may offer compensation where a fraudster was able to create a new account with the bank itself.

Criminal fraudster

PART 2 
TYPES OF FRAUD
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B2B PAYMENTS

FRAUD TYPE DESCRIPTION PERPETRATOR(S)

Stolen security 
credentials

4

An external fraudster can use phishing emails or other social engineering techniques to dupe an unwitting 

employee in a travel intermediary into sharing security credentials for a payment platform operated by their 

employer. The fraudster then uses this platform to transfer funds to one or more external accounts or to 

make purchases of items or services that can be sold later. Travel intermediaries may find it very difficult 

to recover such funds, and support or compensation from banks will depend on the specific event as well as 

local rules and regulations.

Criminal fraudster

Payment  
method fraud

6

It is relatively common for travel intermediaries to share payment details, such as information about cards 
used for procurement, with trusted travel suppliers. Travel supplier information may be compromised,  
or a rogue employee at the travel intermediary or travel supplier may choose to dishonestly use a card 
outside of agreed terms to obtain a financial advantage. Travel intermediaries may be able to resolve  
a dispute with a supplier, and chargeback processes may be available in instances where the payment 
method was a physical or virtual credit card. Virtual cards, such as eNett VANs, can also include controls 

that a travel intermediary can employ to reduce or eliminate their misuse.

Rogue employee,

criminal fraudster

Fictitious billing

7 
Criminal fraudsters or rogue employees may introduce fake charges into the payment system of a travel 

intermediary, generally via a supplier. The fraud may be initiated from the travel supplier only, or there  

may be collusion from rogue employees at the travel intermediary. Transaction amounts may be kept 

below a known threshold value to conceal the fraud for as long as possible. 

Price manipulation

8 

This complex and damaging fraud event usually includes collusion between multiple parties. Typically,  
a travel supplier will raise their own prices on the platform of the travel intermediary, while another party, 
such as a fraudster or a rogue employee at the travel intermediary, pays for these services at the inflated 
price via stolen card details. This results in a transfer of value to the owner or operator of the travel supplier. 
This process may continue for weeks or months before it is discovered, at which time it may ‘disappear’. 
Travel intermediaries will typically lose money on two fronts: chargebacks from the holder of the stolen 

card, plus loss of funds transferred to the travel supplier.

Intermediary 
impersonation

5 

A fraudster can take control of a travel intermediary’s account and purchase travel services from a travel 

supplier on the intermediary’s account. Typically, a fraudster will use the professional registration details of 

a travel intermediary but may change other information to enable the later sale of the fraudulently obtained 

services, for example via the dark net. Unfortunately a travel intermediary may not be aware their account 

has been taken over, and recovery of funds used by the fraudster may be difficult or impossible.

Criminal fraudster

Rogue employee,

criminal fraudster

Owner/operator  

of travel supplier,

rogue employee,

criminal fraudster

13



OTHER KEY CONCEPTS  
IN RELATION TO FRAUD.

Fraudsters may seek to gain access to payment 

information, such as details of a credit card or the 

payment system of a travel intermediary, through  

several mechanisms.

Approaches directed towards employees include 

phishing emails or other social engineering techniques. 

Phishing emails look and sound genuine and may  

seem to come from a friend, family member, colleague, 

boss, customer, supplier, utility company, bank or other 

service provider. Similar approaches may include phone 

calls that appear to be from a genuine source, such  

as an internet service provider. 

Communications in these cases are carefully designed  

to trick unsuspecting employees into:

    Providing some or all details needed by a fraudster  

to impersonate them;

   Gaining access to payment details or systems;

    Installing malware that will provide fraudsters with 

ongoing access to details or systems.

Reducing the risk of attacks aimed at people should 

focus on education of employees.

Other approaches may be directed towards  

systems (or processes) and typically include a hack  

to gain information (such as credit card details) that  

may be sold, or information that may be used to  

gain access that can be exploited later for financial  

gain. Such data breaches may have direct financial 

consequences and may also result in reputational 

damage to the affected organisations.

A standard part of many fraudulent activities, especially 

those involving credit cards, is a single ‘low value test’.  

A fraudster will typically test a credit card with a low value 

transaction, usually for an amount assumed to be under 

system-based thresholds, for example with a purchase 

via legitimate online music vendors, app stores, or similar 

merchants. Higher value purchases may follow until the 

card is exhausted, suspended, or cancelled.

Phishing, social engineering, and data breaches. Low value testing.

PART 2 
TYPES OF FRAUD
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THERE IS A HUGE DIFFERENCE  
BETWEEN PERCEPTION  
AND REALITY [OF FRAUD]  
AT TRAVEL COMPANIES.” 
—  Expert interview, conducted by Edgar, Dunn & Company.



RECENT DEVELOPMENTS  
IN TRAVEL PAYMENT FRAUD.

PART 2 
TYPES OF FRAUD

Fraudsters targeting the travel 

industry are becoming more 

sophisticated in their methods, 

utilising social media and 

technological advances in their 

attacks on travel intermediaries. 

Recent developments in travel 

payment fraud include fake hotels 

and inflated room prices, crime- 

as-a-service, and large numbers  

of low value transactions.

 
 
 

Fake hotels. 

 

A fraudster will list a property and use 

stolen credit cards to make bookings 

via the OTA’s website. The OTA makes 

payment to the fake hotel but will then 

receive chargebacks for the bookings. 

The fake hotel will have withdrawn all 

the funds paid by the OTA and won’t 

respond to any contact attempts. OTAs 

need to ensure they are verifying the 

legitimacy of a new supplier during 

onboarding and perform appropriate 

due diligence to limit the risk of this 

type of fraud.

 

 

Inflated room prices. 

 

There are instances of room prices 

being inflated dramatically followed 

by a spike in booking volume. This 

indicates collusion between a hotel 

and a fraudster. The hotel will raise the 

cost of their room and the fraudster will 

then use stolen card details to book 

rooms via an OTA. The OTA will receive 

chargebacks but the hotel will provide 

documentation related to the guest to 

avoid being debited for the fraud. OTAs 

need to implement a check for price 

spikes/booking increases to identify 

this type of fraud. It’s recommended 

OTAs also review their supplier 

contracts regarding liabilities for this 

type of fraud. 

 

Tickets to attractions. 

 

Fraudsters may use stolen credit card 

details to purchase tickets to tourist 

attractions. These tickets may then  

be on-sold via a social media platform 

for a discounted price. In this situation 

the ticket is either utilised, leaving the 

tourist attraction operator or travel 

intermediary out of pocket after  

a chargeback, or when the tourist 

arrives at the attraction the operator 

advises the ticket has been cancelled 

as it has been reported as fraud, 

leaving the tourist out of pocket, not  

to mention a bad holiday experience. 

This type of fraud occurs with velocity 

and in a short time window. OTAs  

need to be alert to volume increases  

to a particular supplier. 

16



Pop-up shops on social media. 

 

Some fraudsters are setting up social 

media accounts masquerading as 

shop fronts and offering cheap, last 

minute flights. They ask travellers to 

pay via a method that is difficult or 

impossible to trace and then use stolen 

card details to purchase the ticket for 

the tourist. By the time the fraud is 

reported by the valid credit card holder, 

the services may have already been 

provided to the unwitting tourist.

Crime-as-a-service. 

 

A recent trend in organised crime  

has also arrived in travel. Law 

enforcement has targeted fake  

online travel agencies, specialising  

in purchasing airline tickets with stolen 

card information for other criminals – 

providing them a service. One criminal 

enterprise offered financial services, 

fake documents, and fraudulently 

purchased tickets.

 

 

Rather than seeking to find and 

compromise a known existing credit 

card, fraudsters are using brute 

force card generation and testing 

mechanisms that automatically and 

rapidly create variations of credit card 

details and test them with low value 

transactions. Once a ‘working’ card is 

found, the fraudster receives an alert 

and can begin to use the card.

 

 

After an initial low value test, a large 

volume of low value charges may  

be posted against a compromised 

credit card in quick succession, either 

via automated or manual means.  

Some fraudsters share information  

with communities of people who  

may use the card details to make  

small purchases, such as add-ons 

in mobile apps or games. The large 

number and low value of transactions, 

combined with the direct and indirect 

(i.e. effort) costs of chargebacks or 

other recovery mechanisms related 

to each transaction may mean these 

types of fraud events require bespoke 

approaches to prevent and recover  

from them.

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.

Brute force card number generation 

and testing.

Low value flood on credit cards.  

(instead of one large transaction)
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The costs of fraud include direct 

losses resulting from fraud, and 

indirect costs such as revenue  

loss, higher operating expenses,  

and reputational damage.

Relatively few organisations  

measure indirect costs of fraud  

in a comprehensive manner, yet  

such costs are generally 2.5x  

higher than direct fraud losses.

TYPES OF IMPACTS 
FROM FRAUD.

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.

Direct losses

1 

Indirect costs

2 

2.5X

PART 3 
IMPACT OF FRAUD

INDIRECT COSTS OF FRAUD ARE 2.5X HIGHER THAN DIRECT FRAUD LOSSES

18



MOST THAT SUFFER FROM  
FRAUD DON’T HAVE THE  
SYSTEMS IN PLACE TO EVEN  
KNOW ABOUT IT.” 
—  Expert interview, conducted by Edgar, Dunn & Company.

A note on the measurement  

of fraud impacts 

 

There are two main approaches for 

measuring direct losses and indirect 

costs from fraud: ‘frequency based’ 

and ‘value based’ assessments. 

Value based assessments express 

impacts as a percentage of gross 

sales or travel spend to arrive  

at a total financial impact. This is  

a harder metric to track than fraud 

frequency and is therefore less 

reported, but it is arguably a better 

reflection of fraud impacts overall. 

For this reason, the value based 

approach was taken in this report.

19



Direct fraud losses as a portion of sales vary significantly  

between physical and online travel intermediaries, with online 

travel intermediaries facing rates of fraud approximately twice  

as high as their offline counterparts.

DIRECT LOSSES  
FROM FRAUD.

AMOUNT (USD) OF DIRECT FRAUD LOSS PER USD10,000 IN SALES*

PART 3 
IMPACT OF FRAUD

Direct losses

1 

Indirect costs

2 

*Sales is defined as reported total travel volume. 
 APAC: Asia Pacific     AMS: North and South America     EMEA: Europe, Middle East, and Africa
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Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018).

DIRECT LOSSES VERSUS INDIRECT COSTS OF FRAUD
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Note: This chart relates to direct costs of fraud only and does not include indirect losses. 

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018).

ESTIMATES OF FRAUD RATES AND DIRECT LOSS BY REGION (USD)

 

EMEA 
$0.7B

APAC 
$0.9B

AMS 
$0.9B

Mid-point fraud

rate of 106bps

$600M $1B0.50%

1.00%

1.50%
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Fraud is global and fraudsters  
simply target weak, not small agents  
or those in a particular country.”
—  Expert interview, conducted by Edgar, Dunn & Company.
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Direct losses from fraud
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Revenue loss may include booking attempts rejected (at C2B transaction stage) 

or lost due to delays in reviews of last minute bookings. For travel intermediaries 

this can also include listing fewer properties, airlines, activities and other 

services on offer due to concerns about fraud in B2B payments. This may result 

in less choice for customers and potentially losing business to competitors. 

The right balance between protection from fraud without rejecting or impeding 

legitimate travellers and suppliers typically depends on company-specific fraud 

capabilities and risk appetite.

Travel businesses manually review a much higher proportion of transactions  

than in other industries, leading to significantly higher operating costs. Edgar, 

Dunn & Company estimates 20-30% of purchase attempts by end travellers  

are manually reviewed for fraud. Travel companies in emerging online markets, 

such as Asia Pacific, the Middle East, and Africa, are more likely to conduct 

manual reviews than their counterparts in established markets like Europe  

and North America. Effort and cost related to recovering from fraud events,  

for example via chargebacks, also increase operational expenses.

Revenue loss.

Higher operational expenses.

INDIRECT COSTS 
OF FRAUD.

The indirect costs of fraud, which include revenue loss, higher operating 

expenses, and reputational damage are estimated to be 2.5x the losses 

directly attributable to fraud.

PART 3 
IMPACT OF FRAUD

Direct losses

1 

Indirect costs

2 

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018).

DIRECT LOSSES VERSUS INDIRECT COSTS OF FRAUD
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Lasting reputational damage and consequent financial impacts can result from 

customers having booking attempts rejected or cancelled, or from customer 

and supplier exposure to fraud events. Reputational damage may be increased 

by regulatory violations, including events that later feed fraud attempts, such 

as data breaches. Regulatory violations may also result in fines or costly 

remediation requirements. 

Reputational damage and other costs.

Each of these categories is hard to identify, isolate, and measure. Fortunately,  

a reduction in direct losses from fraud typically brings with it a multiplied benefit 

from a reduction in indirect costs.

Travel companies will know 
their own market intimately 
and may be uncomfortable 
expanding globally, [they] 
may choose to manually 
review all cross border 
bookings for example.”
— Expert interview, conducted by Edgar, Dunn & Company.
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TOTAL COSTS OF FRAUD FOR  
INTERMEDIATED TRAVEL PAYMENTS.

Direct losses from fraud

Indirect costs of fraud

Total travel spend

OVERVIEW OF 2017 GLOBAL TRAVEL SPEND AND FRAUD COST ESTIMATES (USD)

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.

PART 3 
IMPACT OF FRAUD

$3.7B

$9.3B

Physical

$2.3B

$5.8B

TMC & Other

$1.2B

$3.0B

EMEA

$0.7B

$1.8B

AMS

$0.9B

$2.3B

APAC

$0.9B

$2.3B

OTA

$2.5B

$6.3B

$904B

$232B

$373B

$531B

$142B

$79B

$75B

$78B

Intermediated 
bookings

$6.0B

$15.0B

Online

 Edgar, Dunn & Company estimates 
direct loss from fraud for travel 
intermediaries at approximately 
USD6.0B, with USD2.5B borne  
by OTAs.

USD2.5B

Indirect costs, based on a 2.5x 
multiplier of direct losses, are 
approximately USD15.0B for travel 
intermediaries overall, and USD6.3B 
for OTAs specifically.

USD6.3B

Note: Figures may not add exactly to displayed totals due to rounding. 

APAC: Asia Pacific     AMS: North and South America     EMEA: Europe, Middle East, and Africa
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FRAUD RELATED LOSSES AND COSTS  
ARE EXPECTED TO INCREASE FOR OTAS.

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.Note: Figures may not add exactly to displayed totals due to rounding.

Our research concluded that direct fraud losses  

are likely to continue to rise, and that regional spread  

is not expected to change materially.

Indirect costs related to fraud as a multiple of direct 

losses from fraud have typically trended up, and  

these costs will continue to be significant even without 

further increases.

By 2020, the total cost of fraud for OTAs is expected 

to increase by approximately 24% to almost USD11B, 

including USD3.1B in direct losses and USD7.8B  

in indirect costs. That’s almost half of the entire cost  

for all travel intermediaries, which is expected to reach 

USD25B by 2020.

USD3.1B
DIRECT LOSSES BY 2020

$0.9B

$2.5B
$3.1B

$0.9B

$0.7B

$1.1B

$1.2B

$0.8B

Direct fraud losses are  

forecast to increase…

2017 2020

$1.8B $2.0B

$3.0B

$2.8B

$2.3B

$2.3B

$6.3B

$7.8B

2017 2020

…with a knock-on effect  

for indirect costs…

$3.2B

$3.2B

$2.5B
$2.8B

$4.2B

$3.9B
$8.8B

$10.9B

2017 2020

…resulting in major increase  

in impacts for OTAs.

+24%

FORECAST INCREASE IN FRAUD COSTS FOR OTAS (USD) 

PART 3 
IMPACT OF FRAUD

USD7.8B
INDIRECT COSTS BY 2020

EMEA

EMEA

EMEA

AMS

AMS

AMS

APAC APAC APAC
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BEST PRACTICES FOR
CONTROLLING FRAUD.

BEST PRACTICE SOME TIPS

Authentication tools, customer history records, supplier history, device tracking and use of multi-merchant data can enable 

near-real-time profiling of transactions and inform risk assessment decisions. Systems-based fraud rules can then be refined 

to best balance the need to control fraud with the desire for higher conversion rates and smooth transaction flows.2
Implement and refine fraud control tools

Prominent displays at point of sale of the penalties fraudsters can face, including steps that can destroy the value of 
the fraudulently obtained travel service before it is consumed, have been shown to discourage fraudsters and reassure 
legitimate customers.

3 
Communicate at point of sale

Limiting the number of declined transactions allowed per payment card, establishing a minimum timeframe from time  

of booking to use of travel service (e.g. departure), identification of higher risk third party purchases and manual reviews  

of higher risk bookings can all lower fraud rates. Listings from travel suppliers and subsequent payments to them may also  

be subjected to additional scrutiny if established rules indicate reason for suspicion.

 

4
Establish rules and practices

Efforts to control fraud can focus on decreasing the risk of fraud occurring, lowering potential impact, and aiding recovery from fraud once it has occurred.  

There are twelve observed best practices travel intermediaries can follow to control fraud.

1
Encourage customer registration

A customer registration process that includes contact details, nationality, date of birth, payment details and other information 

allows companies to develop positive lists and negative lists for later monitoring and filtering of transactions. Such lists can 

also form the foundation for configurations and refinement of fraud control tools and processes, and can enable collaboration 

with other organisations (by sharing positive and negative lists).*

PART 4 
CONTROLLING FRAUD

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.

*   Positive list: includes legitimate customers with no fraud record. 

Negative list: includes fraudsters or customers with a high fraud risk.
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Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.

SOME TIPS

Internal collaboration, between company departments, and external collaboration, with trade associations or other legitimate 

players in the value chain, can help create greater system-wide reduction in fraud risk. Such a reduction can come about as 

a result of better fraud pattern recognition and blocking of known fraudsters. Networked sharing of information, for example 

via payment providers covering travel as well as other industries, can increase opportunities for identifying risk and preventing 

fraud. Some providers offer retrospective alerts, for example providing an alert for a transaction that was originally approved 

but the card is later reported as used in fraud, so steps can be taken before a service is consumed.

8

Collaborate to detect fraud

Social engineering attacks can include phishing attacks, such as bogus emails that look like they are from trusted sources 

(manager, colleague, supplier, friend, etc.) or legitimate external providers (police, bank, utility company, etc.). Raising 

awareness through education is key to avoiding falling prey to such attacks and preventing a company’s payment details  

or a person’s login credentials from falling into the wrong hands.

7
Educate employees about fraud,  

especially phishing attacks

Virtual cards (sometimes known as VCCs) generally allow various controls to be set that help significantly decrease the risk 

of fraud and also include mechanisms for recovering from fraud. However, not all VCCs are the same. eNett Virtual Account 

Numbers (VANs) allow users to define booking and payment parameters, minimising the risk of fraud when paying travel 

suppliers. VANs also offer sophisticated chargeback capabilities, meaning funds may be recovered should fraud occur.

6

Rapid detection and reporting on fraud can aid recovery and inform prevention efforts. Reporting should include information 

such as IP addresses, account numbers, time of booking, routes or locations included, suppliers, price paid, item price 

fluctuation history, time to departure or stay, and other key data points. This information should then be analysed to identify 

fraud trends and inform activities, such as stricter controls for high-risk transactions. Effective fraud analysis can lead to less 

friction for legitimate customers and a decrease in fraud, false positives, and manual reviews.

5

Use payment methods that offer 
protection and recovery mechanisms

Create comprehensive reporting  
and analysis of fraud patterns

BEST PRACTICE
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SOME TIPS

Mechanisms should be in place to evaluate fraud protection and recovery performance by assessing the benefits of fraud 

controls versus costs. This should typically include an assessment of value detection rate for fraud, comparing the proportion  

of fraud detected to fraud loss incurred; percentage of transactions wrongly identified as fraudulent (false positives); as well 

as frictional costs imposed on customers or the business from manual reviews, validations, or lower conversion rates.  

Such data should be tracked over time to identify and implement opportunities for improvement.

12

Show value of fraud control

Travel intermediaries should apply bank level internal control principles, including payment processes that include  

‘maker-checker’ controls and segregation of duties. No single employee should have complete control over transactions. 

Instead, a ‘maker’ should enter the transaction, followed by a ‘checker’ who verifies the data and authorises the transaction. 

Other important controls include reporting independence, whereby the ‘maker’ should be made to report to an officer who  

is not in charge of the specific transaction authorisation. This supports red flagging of transactions without fear of retribution 

and reprimand from an immediate supervisor.

11

Apply internal controls

Travel intermediaries should be diligent about employing good cyber security practices and include payment platforms  

and methods in their scope. This should typically cover requirements for password complexity and change frequency,  

tracking of login patterns for unusual activity (e.g. locations or IP addresses), use of multi-factor authentication, and  

account lockouts after failed attempts or account inactivity.

10

Travel intermediaries face a balancing act between offering a wide range of travel services and the need for a degree  

of due diligence in relation to travel suppliers. Travel intermediaries should consider a level of background or reference 

checking to satisfy themselves that a travel supplier legally exists and is who they say. Even a trusted relationship requires 

due care and attention as rogue employees may enter organisations at any time or fraudsters may infiltrate payment-related 

systems and platforms.

9

Include payments  
in cyber security scope

Know your supplier

BEST PRACTICE

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.
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TRAVEL INTERMEDIARIES FACE FRAUD RISKS AT MULTIPLE STEPS OF THE VALUE CHAIN AND TRANSACTION SEQUENCE

Best practices are mapped to the intermediated travel value chain,  
its payment flows, and key fraud types in the following pages.

IntermediariesTravellers Suppliers

Make 
 Payment

Make 
 Payment

Accept 
 Payment

Accept 
 Payment



Travel intermediaries face fraud risks at multiple steps of the value chain and transaction sequence. The twelve best practices identified map to each of these steps 

and, in combination with company-specific evaluations of implementation effort, can serve to lower end-to-end fraud losses as well as related indirect costs.

MAPPING BEST PRACTICES TO  
INTERMEDIATED TRAVEL VALUE CHAIN.

BEST PRACTICE ACCEPT  
PAYMENT

INTERNAL 
PROCESSES

MAKE  
PAYMENT

1.   Encourage customer registration

2.   Implement and refine fraud control tools

3.   Communicate at the point of sale

4.   Establish rules and practices

5.   Create comprehensive reporting and analysis of fraud patterns*

6.   Use payment methods that offer protection and recovery mechanisms

7.   Educate employees about fraud, especially phishing attacks

8.   Collaborate to detect fraud

9.   Know your supplier

10. Include payments in cyber security scope

11. Apply internal controls

12. Show value of fraud control

High

High

Low

High

Medium

Medium

Low

High

Medium

Medium

Medium

Medium

Some benefit Very high benefit

PART 4 
CONTROLLING FRAUD

eNett VANs offer controls to limit fraud risk 

and also provide mechanisms for fraud 

recovery. Implementation is straightforward 

and benefits can be significant.

Assessing and demonstrating the end-to-end 

benefits of fraud control can help to better 

inform decisions related to investments in 

fraud control.

*  Effectiveness depends on how well foundational controls and reporting work. 

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.

EFFORT NEEDED  
TO IMPLEMENT
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MAPPING BEST PRACTICES  
TO FRAUD TYPES.

BEST PRACTICE

1.  Encourage customer registration

2.  Implement and refine fraud control tools

3.  Communicate at the point of sale

4.  Establish rules and practices

5.  Create comprehensive reporting and analysis of fraud patterns*

6.  Use payment methods that offer protection and recovery mechanisms

7.   Educate employees about fraud, especially phishing attacks

8.  Collaborate to detect fraud

9.  Know your supplier

10. Include payments in cyber security scope

11. Apply internal controls

12. Show value of fraud control

Key best practices identified are typically applicable to various types of fraud, with a coordinated effort required to tackle fraud end-to-end.

PERSONAL ID 
THEFT AND 

IMPERSONATION

CHARGEBACK 
FRAUD

STOLEN  
SECURITY 

CREDENTIALS

INTERMEDIARY 
IMPERSONATION

PAYMENT METHOD 
FRAUD

FICTITIOUS 
 BILLING

PRICE 
MANIPULATION

USE OF STOLEN 
PAYMENT  
DETAILS

Some benefit Very high benefit

Demonstrating the value of fraud control by itself doesn’t serve to decrease the probability and impact of specific types of fraud but 

instead helps to identify, implement, and refine practices that reduce fraud, forming a key component in overall fraud management.

PART 4 
CONTROLLING FRAUD

*  Effectiveness depends on how well foundational controls and reporting work. 

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018), eNett International research.
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ENETT VANS CAN CONTRIBUTE TO MINIMISING THE  
RISK OF FRAUD AND PROVIDE RECOVERY MECHANISMS.

eNett Virtual Account Numbers (VANs) are 16 digit 

Mastercard numbers that travel intermediaries can use  

to pay their suppliers quickly, efficiently, and with less 

risk. A unique number is used for each new booking  

or payment transaction.

eNett VANs include a wide range of control mechanisms 

that significantly reduce the risk of the card being used  

for purposes other than intended, substantially reducing 

the risk of fraud.

If fraud does occur, even when it is unrelated  

to compromising of the payment type itself, travel 

intermediaries can leverage chargeback mechanisms  

to recover funds that may otherwise stay lost to fraud.

A range of controls are available for transactions  

(via individual VANs) to help significantly reduce fraud 

when making payments to travel suppliers.

Single-use only 

VANs can be created as single use for a specific 

transaction. Once the VAN has been issued and charged 

by a supplier it can no longer be used. This addresses  

the risk of misuse if VAN details fall into the wrong hands.

Card specific restrictions 

VAN value, activation date, expiry date and other details 

can be defined on setup and apply as they would for any 

other credit card payment, limiting the scope for misuse.

Enhanced card controls 

Merchant category restrictions can be applied to limit  

VAN use to a single category (e.g. hotels). Additional 

options are available to limit the use of a VAN to  

a single merchant, further enhancing security and  

limiting opportunities for misuse.

eNett VANs include chargeback protection via the 

Mastercard guarantee for travel intermediaries of all types.

Chargebacks provide a mechanism to potentially  

recover funds from a merchant who should not have 

received them. Causes for triggering a chargeback 

toward a merchant may include the occurrence of fraud  

in the payment toward the merchant, charging higher  

than agreed rates, or failure to supply the services that 

have been paid for, such as in the event of a sudden 

airline bankruptcy.

What are eNett VANs?

How do they help to protect travel intermediaries 
against fraud?

How do eNett VANs protect against fraud? How do eNett VANs help to recover from fraud?

What are chargebacks and how do they work?

PART 4 
CONTROLLING FRAUD
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TO SUM UP...

Size doesn’t really 
matter – travel 
agencies of any size 
are being hit.”
—      Expert interview, conducted  

by Edgar, Dunn & Company.

Using payment methods that offer fraud protection and 

recovery mechanisms can help travel intermediaries 

reduce the incidence and impact of fraud as well as aid 

recovery when it occurs.

eNett VANs allow users to define booking and payment 

parameters, minimising the risk of fraud when paying 

travel suppliers. And sophisticated chargeback 

capabilities means funds may be recovered should  

fraud occur.

For more on how eNett VANs reduce the risk of fraud 

when paying travel suppliers and maximise recovery  

of funds, visit www.enett.com/insights 

 

For more on eNett VANs, visit www.enett.com/ 

what-are-vans

If you’d like to find out more about fraud detection 

and prevention, or want us to explain the findings of 

this research in more detail, contact us via email at 

service@enett.com

Time to act? Want to find out more?

PART 5 
IN CLOSING
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ABOUT THIS
RESEARCH.

eNett International engaged Edgar, Dunn & Company  

in late 2017 to investigate fraud in travel payments via 

primary and secondary research. This included interviews 

with 210+ travel intermediaries, interviews with industry 

experts across the world, input from eNett’s fraud team, 

and a review of the existing fraud management body  

of knowledge.

210+ INTERVIEWS WITH TRAVEL INTERMEDIARIES AND INDUSTRY EXPERTS

PART 5 
IN CLOSING

 APAC: Asia Pacific     AMS: North and South America     EMEA: Europe, Middle East, and Africa 

Source: Edgar, Dunn & Company – Fraud in Travel Payments (January 2018).

(Selling >10% to  

non-domestic customers)

Regional

(Selling mainly to  

domestic customers >90%)

Domestic only

(Selling >10% to customers  

outside the domestic region)

Global

30%

14%

56%
GEOGRAPHIC  

MARKET  

PRESENCE

39%

14%

47%

10-49 
employees 
(small)

50-249 
employees 

(medium)

250 employees  
and more (large)

15%

11%
74%

Make  
payment  
to travel  
suppliers

Receive 
payments  
from  
customers

Both

33%

33%
AMS

34%
APAC

EMEA

REGION COMPANY 
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JOB  
IMPLICATION
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